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Abstract

New learning forms have come about because of the new technologies that have entered the
learning landscape. The advent of digital technologies has transformed the education
landscape, converting familiar classrooms into vibrant setting environments where digital
technology is a key part of teaching and learning. The use of online learning platforms,
cloud-based educational tools, virtual classrooms, and collaborative applications have greatly
improved the accessibility, flexibility, and student engagement. This digital shift has also
facilitated users to be targeted by cyber security issues like phishing, data breach, identity
theft, malware infection and unauthorized access and cyber bullying. In an era of electronic
learning, the need to raise cybersecurity awareness has become a key pedagogical
requirement to create a safe and secure learning setting.

This paper discusses the importance of Cybersecurity Awareness in the digital classroom and
the part that teachers, students and institutions can play in making this digital classroom safer.
The paper brings to the fore the growing threats to the internet education system and stresses
the need to make education a safe space for discussions on cyber security. It contains key
aspects of cyber security literacy such as the security of passwords, privacy of personal
information, safe use of the internet, digital citizenship and information security and
responsible online behaviour.

Existing cybersecurity education barriers are also discussed, such as the lack of digital
literacy, training programs, knowledge and awareness programs and evolving cyber threats.
Using the best available literature and current educational practices, the study recommends
areas for supporting the development of cybersecurity awareness by integrating awareness
into the curriculum, teacher training, creating policies, running awareness campaigns, and
establishing technology-based security measures. The findings show that in addition to the
traditional ICT skills, the competence to address cybersecurity should be included in the
digital skills toolkit. By informing our learners and school community about cyber security,
they and our schools remain safe from potential threats and are empowered to engage safely
and responsibly in a highly connected digital world. The study concludes that the embedding
of cybersecurity into the educational setting is essential in creating a resilient and secure
digital learning environment in the 21st Century.

Keywords: Cybersecurity Awareness, Digital Classrooms, Cyber Safety, Information
Security, Digital Learning, Online Education, Data Privacy, Cyber Threats, Digital
Citizenship, ICT in Education, E-Learning Security, Cyber Hygiene, Educational Technology,
Safe Internet Practices, Digital Literacy.
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Introduction

Learning environments are becoming more dynamic than classroom classrooms with the use
of Information and Communication Technology (ICT) in the teaching and learning process at
an astonishingly fast pace. The use of online learning platforms, cloud-based educational
resources, virtual classrooms, learning management systems (LMS), and mobile apps has
greatly improved the accessibility, flexibility, and effectiveness of the teaching and learning
process. Technology was an important part of education during the COVID-19 pandemic,
accelerating the process of digitalization of learning.

Advantages of Cybersecurity in Education
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Source: https://www.academikamerica.com/blog/digital-learning-and-its-risks-the-role-of-
cybersecurity-in-edtech

The advantages of digital classrooms to education are numerous, but along with these
benefits, there are numerous cybersecurity risks associated with a digital classroom
environment that affect students, educators, and educational institutions. But cyber incidents
such as phishing, malware attack, ransomware attack, identity theft, unauthorized access, data
breach, cyberbullying and privacy violations have become commonplace in educational
contexts. There is a concern for privacy and the security of data as a result of the huge
volume of data gathered and stored online, personal, academic and behavioural.

Cyber Security Awareness - Knowledge, skills, attitudes and practices which will enable a
person to recognize, avoid, and respond to cyber security threats. Raising awareness about
cybersecurity is a new challenge for schools, and not only from a technical point of view, but
also from a pedagogical one. Students and teachers do not always use digital tools
appropriately, and do not understand good online safety habits, safe password habits, data
privacy, digital ethics, and measures to mitigate cyber risk. This lack of knowledge leaves
schools vulnerable to cyber incidents that may have an impact on learning experiences and on
sensitive information.

With the continuous development of the education field, the digitalization of education has
heightened the awareness of educators and students on cybersecurity, and the necessity of
integrating cybersecurity into the teaching and learning process has grown. Educators are key
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players in shaping responsible digital citizens by providing students with skills to safely and
ethically use digital environments. Furthermore, the value of cybersecurity education in the
twenty first century is gaining in recognition by the education administration and policy
makers.

In this context, the current study will delve into the cybersecurity awareness situation in
digital classrooms, as a new educational priority. The study explores the significance of
Cyber Security Literacy in education, the substantial threat schools encounter in their digital
learning spaces, and the measures for developing a Cyber Security awareness amongst
student and teachers. Recognizing these concerns, schools can create a safer and more secure
digital learning environment that prepares learners and educators for successful learning and
teaching in the digital era.

Background of the study

With the tremendous development of Information and Communication Technology (ICT) in
the field of education, digital classrooms are now implemented in schools, colleges and
universities all over. Online learning solutions, such as cloud-based education resources,
virtual classrooms, learning management systems (LMS), mobile learning apps, and other
tools have revolutionized education by providing increased access, flexibility, and
effectiveness. With the onset of COVID-19 and the rapid shift towards digital learning, the
use of technology led learning environments has further increased and digital classrooms are
today part of the learning environments.

All the opportunities brought by digital transformation are complemented by cybersecurity
challenges for teaching and learning. Internet connected devices and digital applications
increasingly become an important source of information and knowledge for pupils, teachers
and educational institutions to access, share and purchase in relation to the school. As
technology becomes more of a necessity, school stakeholders have faced a number of cyber
threats, such as phishing attacks, malware infections, ransomware attacks, identity theft, data
breaches, cyberbullying, and unauthorized access to sensitive information. With all these
personal and academic data, educational institutions are emerging as prime targets for
cybercrime.

Cybersecurity awareness is defined as knowledge, attitudes and actions that enable
individuals to identify, avoid and appropriately respond to cyber risks. Cybersecurity
awareness is extremely important in digital classrooms not only for safeguarding institutional
data, but for establishing a safe and secure learning environment. Students can be subject to
cyber attacks and privacy breaches while utilizing online services without understanding of
cyber security threats. Similarly, teachers may not be properly trained in cyber security
practices, affecting the security of cyber learning systems.

The preparedness for cybersecurity is especially important in the context of the use of new
technologies in education, such as artificial intelligence, cloud computing, Internet of Things
(IoT) devices, and collaborative online tools. Cybersecurity is increasingly a pedagogical
challenge that impacts not only on how teachers teach and teach effectively, but how students
learn, how to keep them safe online and how they behave with technology.

Cybersecurity awareness needs to be considered a relatively new pedagogical priority and

cyber security education needs to be integrated to teaching/learning. Encouraging responsible

use of the internet, building digital resilience and creating safe learning environments
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requires that the student and the teacher knows how to be cyber secure. Digital literacy and
cyber security skills are featured prominently in national educational policies and frameworks
worldwide, reflecting their importance as key skills for the 21st century.

In this regard, the present research investigates the awareness and concerns of cybersecurity
in digital classrooms and its emerging importance as a teaching and learning priority. It aims
to gain insights into the problems, opportunities, and pedagogical approaches for raising
awareness about cybersecurity among students and teachers to help build safer and more
resilient digital learning communities.

Justification

Education has recently undergone a paradigm shift as digital technologies have increasingly
found their way into the classroom, changing the face of education into a highly connected
digital learning space. The adoption of online learning systems, cloud based learning
resources, mobile learning applications, virtual classrooms and learning management systems
have vastly improved teaching and learning. This digital revolution, however, has also
introduced several risks to educational institutions, teachers, and students in the cybersecurity
sector, such as phishing attacks, data breaches, identity theft, malware infections,
cyberbullying, and breaches of sensitive information.

Digital classrooms are often the setting for students to share personal and academic
information as well as institutional data with digital platforms, many of which they may not
know how to use safely and securely. The security of digital resources and safe online
learning experiences are also a challenge for teachers and educational administrators. Many
stakeholders in the education sector are exposed to cyber risks due to limited awareness on
cybersecurity, even when digital technologies are increasingly becoming part of everyday life.

Cybersecurity education has become even more important as remote and hybrid education
has become the norm, with digital devices and internet-based communication playing a vital
role in the learning process. There is a growing awareness of the need for cybersecurity as a
not only a technical but a pedagogical issue, which can be addressed systematically in the
educational process. Creating a student population with cyber security awareness can help
build the qualities of responsible digital citizenship, safe online practices and effective risk
management skills, which are critical in today's digital world.

Furthermore, national policies in education and international education programs are focused
on digital literacy and the responsible use of technology. However, few studies have
examined the characteristics of cybersecurity knowledge in digital classrooms, as well as how
the knowledge translates into the educational effectiveness, safety, and resilience of a school.
This presents a large gap in the existing literature that needs to be addressed by research.

Thus, this study is justified because it aims to analyze the level of cybersecurity awareness in
digital classrooms, identify the existing challenges and propose ways for the inclusion of
cybersecurity education in pedagogical practices. The study results will be used in
educational policy making, curriculum development, teacher training and institutional cyber-
security. Finally, the research will help develop safer, more secure and digitally responsible
learning environments that can respond to the challenges of cybersecurity in the twenty first
century.

http.//jier.org 3134



Journal of Informatics Education and Research
ISSN: 1526-4726
Vol 3 Issue 2 (2023)

Objectives of the Study

1. To explore the cybersecurity awareness of students and educators in digital classroom
setting.

2. To discover the most significant threats and risks faced in online learning and teaching in

the context of cybersecurity.

To demonstrate the impact of Cybersecurity Education on Safe Digital Learning.

4. To assess the preparedness of educational institutions to tackle cyber security issues in
virtual classrooms.

5. To evaluate current cyber security policies, guidelines and training programs for
educational institutions.

[98)

Literature Review

Education is quickly digitalizing and moving the traditional classroom into a technology-
enabled learning environment. While digital classrooms provide enhanced accessibility,
collaboration, and flexibility, they also expose students and educators to various
cybersecurity threats such as phishing, malware attacks, identity theft, data breaches, and
cyberbullying. Hence, the awareness creation on cybersecurity has become a key pedagogical
issue in modern education.

Tversky and Kahneman (1974) emphasized that people make decisions using rules of thumb
and heuristics and that cognitive biases can make them more vulnerable to cyber threats.
Their work serves as a theoretical framework of the vulnerability of human beings in digital
environments.

Aldawood and Skinner (2019) did a literature review of cybersecurity awareness and social
engineering training programs and concluded that human factors are one of the weakest links
in cybersecurity frameworks. It is important that they promote awareness education and not
training programmes on a one-off basis, the authors said.

The systematic review of literature on cybersecurity education, which was carried out by the
authors of the papers Svabensky, Vykopal and Celeda (2019), revealed that cybersecurity
education is gradually becoming a vital part of educational programmes. They observed that
there is an increasing need to incorporate a technical as well as human-centric approach of
cyber security into learning environments.

Algahtani and Kavakli-Thorne (2020) found that AR-based cybersecurity learning activities
increased the engagement and knowledge of the cyber risks among the learners. Their results
indicated that students' cybersecurity awareness can be improved by using interactive
learning approaches.

The purpose of a systematic review of the literature conducted by Khando et al. (2021) was to
examine the relationship between information security awareness and security behaviors of
users, with the aim of identifying positive effects of information security awareness building
efforts. The research highlighted the need for structured campaigns about cybersecurity
awareness programmes to lower cybersecurity risks for students and staff in educational
institutions.

Quayyum, Cruzes and Jaccheri (2021) explored cybersecurity awareness programmes for
children and found that cybersecurity education should be age appropriate to ensure children
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are taught to behave safely online from an early age. Their research brought to the forefront
the need to include cybersecurity awareness in curriculum.

In their study, Alsulami et al. (2021) examined the awareness level of social engineering
threats in educational institutions, and found that even though students were exposed to
digital technologies on a regular basis, they did not know much about the social engineering
threats. The authors called for specific cyber awareness campaigns in the educational
environment.

In the era of data-driven digital economy, Awareness had been redefined by Akter et al.
(2022) by incorporating both behavioral competencies and risk perception. The report
highlighted cybersecurity awareness is now an important aspect of digital literacy.

Fauzi et al. (2022) evaluated the effectiveness of different types of cybersecurity awareness
training and concluded that interactive training styles and simulation-based training styles are
more effective in enhancing cybersecurity behaviour compared to traditional lecture-based
training.

The recent research on smart learning environments by Hwang et al. (2020) and other studies
highlighted the growing importance of cybersecurity awareness of both teachers and students
in order to ensure safe digital learning experiences.

Dimitriadou and Lanitis (2023) reviewed the concept of smart classrooms and the new
educational technologies, noting that one of the major problems affecting the use of
technologies in educational spaces is cybersecurity and data privacy. The authors emphasized
the need for cybersecurity awareness in digital pedagogy.

In a systematic review of cybersecurity education in the K-12 sector, Ayeyemi (2023)
discovered that cybersecurity is becoming a part of the school curriculum around the globe.
The review highlighted the need to educate young learners at an early age about cyber safety
so that they can become digital citizens.

Kraus et al. (2023) assessed the effectiveness of a cybersecurity awareness course at the
university level and found that students had increased knowledge, attitudes, and security
practices after taking the course. The research showed that a structured cybersecurity
education program was effective in fostering learners' secure digital practices.

Al-Hamar (2023) highlighted the different modern approaches in Cybersecurity training,
noting that while passive learning was effective, hands-on cybersecurity activities, simulation
exercises and experiential learning yielded better learning outcomes. Among the key findings
of the study was the increasing importance of "active learning" in cybersecurity education.

Sodikin and Hikmawan (2023) investigated the impact of gamification on the learning of
cybersecurity, and they determined that the use of game-based learning had a significant
effect on enhancing the cybersecurity knowledge retention of students. The results of their
research come with the recommendation to implement innovative pedagogies in
cybersecurity awareness education.

Shakela and Gamundani (2023) analyzed the cybersecurity awareness platforms and found
that today's awareness efforts are largely focused on digital, interactive and user-centred
strategies. They recognized that there was a need for adaptive awareness platforms that could
respond to a changing cyber threat landscape in the education context.
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Alnajim et al. (2023) have undertaken a comprehensive study on cyber security educational
and training methods, and discovered that VR technologies, AR, and immersive learning
techniques have great potential to improve cyber security awareness and skill building.

Malele (2023) analyzed the cybersecurity problems in online learning that relies on cloud
technologies and found that the use of cloud technologies in education is on the rise,
requiring educators and learners to be more aware of the cybersecurity risks. This study
highlighted the role of cyber security literacy in online learning environments.

Mou et al. (2023) conducted a review of human cybersecurity behavior studies and identified
a number of significant factors that affect safe online behavior: behavioral intention, risk
perception, and cybersecurity awareness. The study highlighted the need for a focus on
behavioural considerations in cybersecurity education.

Material and Methodology
Research Design:

In this study, the research design was a descriptive and analytical research.The descriptive
and analytical research was used in this study to analyze the level of cybersecurity awareness
in the digital classroom and its increasing importance as a pedagogical priority. The study
focused on the knowledge, attitudes and practices of students and teachers on cybersecurity in
technology-enabled learning environment. The mixed-method approach was adopted to gain
a quantitative and qualitative insight into readiness for cyber security education in
educational settings. The study covered the current trends and developments of digital
education until 2023, such as the growing number of online learning platforms, cloud-based
educational tools and virtual classrooms.

Data Collection Methods:

In the study both primary and secondary data sources were used. The collection of primary
data was done using the students' and teachers'/education administrators' regularly used
digital learning platforms, based on structured questionnaire. The questionnaire included
questions on password protection, online privacy, awareness of phishing, cyber hygiene and
attitudes towards cyber risks in education. Additionally, teachers were informally interviewed,
and discussed to understand the challenges and best practices related to cybersecurity in
digital classrooms on a qualitative scale. The secondary data gathered included peer reviewed
journal articles, government reports, policy documents, conference proceedings, publications
in the field of educational technology, cyber security frameworks and reports from
international institutions such as UNESCO, OECD, and cyber security agencies since 2023.
These sources allowed an overall picture of the trends in cybersecurity awareness and
cybersecurity educational responses to be gained.

Inclusion and Exclusion Criteria:

This study engaged stakeholders who actively engage in the digital learning environment,
such as students at the school level, college level, teachers, and academic leaders who are
involved with online education platforms by 2023. Relevant articles from research journals,
reports and policy documents were read, in English language and directly pertinent to
cybersecurity awareness, digital education, cyber safety practices and technology enhanced
learning. The research papers which were not directly related to the Cybersecurity Awareness

in educational environment were not included in the study. Publications which cannot be
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substantiated and evidences by empirical research and duplicate research works are not
included to ensure the relevance and quality of the research.

Ethical Considerations:

Ethical standards were followed throughout the process of data collection and analysis in the
research. No pressure or bias was placed upon any student in the primary school to participate
in the survey and informed consent was sought from all students in the primary schools
before the data were obtained. Participants were assured that their personal information and
identity would be kept confidential and for educational purposes. The study does not reveal
any sensitive personal or institutional data. Secondary sources are referenced and cited
appropriately with regard to academic integrity and to ensure there is no plagiarism. This
research tried to keep a focus on the objectivity, transparency, and respect of the privacy of
participants in the study, as well as examined the practices of cybersecurity awareness in
digital classrooms up to the year 2023.

Results and Discussion

Table 1: Demographic Profile of Respondents (N = 250)

Demographic Variable Category Frequency|Percentage (%)
Gender Male 118 47.2
Female 132 52.8
Educational Level Undergraduate 95 38.0
Postgraduate 85 34.0
Faculty Members 70 28.0
Digital Classroom Usage|| Less than 1 year 42 16.8
1-3 years 106 42.4
More than 3 years 102 40.8

Interpretation

According to the demographic data, there were slightly more females (52.8%) than males
(47.2%). The majority had more than one year of experience in digital classrooms, and thus
had some experience of exposure to digital learning environments and cybersecurity related
problems.

Table 2: Level of Cybersecurity Awareness Among Respondents

Awareness Level |[Frequency|Percentage (%)

High 72 28.8
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Awareness Level|[Frequency|Percentage (%)
Moderate 118 47.2
Low 60 24.0
Total 250 100

Interpretation

Few respondents (28.8%) showed high cyber security awareness, and nearly half (47.2%)
showed moderate cyber security awareness. The results suggest that there is a big demand for
Cyber Security education programs in Digital Learning environments.

Table 3: Awareness of Common Cybersecurity Threats

Cybersecurity Threat|Aware (%)|Not Aware (%)
Phishing Attacks 82.4 17.6
Malware 76.8 23.2
Identity Theft 69.2 30.8
Ransomware 584 41.6
Data Breaches 74.0 26.0

Interpretation

The most widely known threat was phishing (82.4%) and the second most widely known
threat was malware (76.8%). Educational institutions have less awareness of ransomware
(58.4%), indicating that they must pay more attention to the new cyber risks.

Table 4: Cybersecurity Practices Followed by Respondents

Practice Always (%)|Sometimes (%)|[Never (%)
Use Strong Passwords 62.0 31.6 6.4
Enable Two-Factor Authentication 44.8 35.2 20.0
Update Software Regularly 55.2 33.6 11.2
Verify Unknown Links 71.6 22.4 6.0
Use Secure Networks 66.8 24.4 8.8
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Interpretation

The majority of respondents scanned unknown links before clicking (71.6%) and used secure
networks (66.8%). However, there was a disparity between cyber security practices and
awareness as only 44.8% reported using two factor authentication always.

Table 5: Perceived Importance of Cybersecurity Education in Digital Classrooms

Response Frequency|Percentage (%)
Strongly Agree 108 43.2
Agree 92 36.8
Neutral 32 12.8
Disagree 12 4.8
Strongly Disagree 6 2.4

Interpretation

80% of the respondents agreed or strongly agreed the digital classroom pedagogy should
include cybersecurity education. This underscores the increasing importance of cyber security
in today's education.

Table 6: Challenges Faced in Maintaining Cybersecurity in Digital Classrooms

Challenge Mean Score|Rank
Lack of Cybersecurity Training 4.31 1
Limited Awareness of Emerging Threats 4.18 2
Weak Password Practices 3.95 3
Inadequate Institutional Policies 3.87 4
Use of Unsecured Devices 3.72 5

(5-point Likert Scale: 1 = Strongly Disagree, 5 = Strongly Agree)
Interpretation

Limited awareness of emerging threats (Mean = 4.18) and lack of cybersecurity training
(Mean = 4.31) were the two most important challenges. The outcomes indicate a need for
teacher and student cybersecurity education formal programs.

Discussion

The results reveal that the respondents possess moderate level of knowledge about
cybersecurity concepts but they have knowledge gap and practice gap. The lower awareness
of ransomware and advanced threats suggest that there's a need for more comprehensive
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cybersecurity education while the higher awareness of phishing suggests that phishing isn't a
hidden threat, but readily observable in an educational setting.

The results also indicate that respondents understand the importance of cybersecurity, but
lack a consistent practice of following security best practices, such as using two-factor
authentication. This lack of knowledge and behaviour aligns with previous studies showing
that changing from awareness to safe online behaviour is challenging.

Another significant finding of the study is that the lack of training constitutes the main
obstacle for digital classrooms to be prepared in the field of computer security. With the
increase in the use of digital learning platforms in the field of education, cybersecurity
awareness should be integrated into curriculum planning, teacher training, and orientation
programmes for students in recent years.

In general, the results confirm that cybersecurity awareness is not just a technical problem
anymore, but a key pedagogical issue. Awareness workshops, simulated phishing, modules
on cyber security in the academic curriculum and policy frameworks to foster safe learning
environments for institutions should be put in place.

Limitations of the study

The present study entitled "Cybersecurity Awareness in Digital Classrooms: An Emerging
Pedagogical Priority" has certain limitations that need to be taken into consideration when
interpreting the findings of the present study. Firstly, the findings of this research are not
generalizable as the geographic location of the study and the sample size does not cover the
various educational institutions, teachers and learners of the several regions. Second, the data
used in the research is self-reported data gathered from questionnaires and interviews with
some respondents who may suffer from perceptional, memory or social desirability bias.
Thirdly, threats and technologies are constantly changing, meaning that awareness, security
and education might also evolve over time and may have long-term implications on the
applicability of results. Fourth, educational institutions may have different digital
infrastructures and Internet connectivity, as well as technology resources and other elements
that influence awareness of and readiness for cybersecurity in all learning environments. Also,
the study is not focused on technical assessment of the cyber security skills or weaknesses of
the systems, but more on an awareness and perceptions study. Lastly, the scope of the data
collection and analysis could have been constrained by time, resources and access to
participants. However, the results of this study offer important insights for the increasing
significance of cybersecurity education and the need for embedding cybersecurity awareness
into digital teaching and learning.

Future Scope

The emergence of digital technologies, online learning platforms, artificial intelligence, cloud
and IoT devices in education has made cybersecurity awareness a key concern in digital
classrooms. Further studies are needed to develop in-depth cybersecurity programs for
students at various educational stages, ranging from primary schools to universities and
colleges. Research can also explore how well gamified learning, virtual simulations and Al-
powered training can improve students' understanding of cybersecurity and good online
practice.
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Research can be conducted to explore how teachers, school administration, and parents can
contribute to a cyber-safe learning environment. Cross-regional, cross-institutional and cross-
country analysis can offer lessons about good practice in cyber security education and policy.
Furthermore, new trends like ransomware attacks, phishing and identity theft, cyberbullying,
deepfake technologies and data privacy issues in the education environment could also be
explored in future studies.

The rapid development of educational technologies and the use of smart classrooms, learning
management systems, mobile learning applications, and cloud-based educational platforms
brings to the forefront the issues related to their potential impact on cyber security.
Longitudinal studies can assess the long-term effectiveness of cybersecurity awareness
initiatives on students' e-literacy, online safety habits, and responsible online behavior. In
addition, future academic research in the field of cybersecurity awareness in national
education policies and teacher training is a substantial arena.

Furthermore, future research could create predictive models and evaluation systems to gauge
students' and teachers' cybersecurity preparedness. The field of education, information
technology and psychology and cybersecurity could be merged to support the creation of
resilient digital-learning environments that will ensure safe, secure and sustainable
experiences in the digital age.

Conclusion

Digital technologies have developed quickly and are an integral part of classroom learning
and teaching with greater access, flexibility and personalisation of learning. At the same time,
the transition to the digital environment has increased the likelihood of cyber incidents such
as data breaches, phishing, malwares, identity theft, and unauthorized access to the learning
management system. The era of using digital tools has increased educators' and students' need
to be cybersecurity-aware, making cybersecurity more of a pedagogical priority than a
technical one.

It also highlights the need for responsible digital citizenship and for the safe use of education
technologies, supported by effective cybersecurity education. Raising student, teacher and
educational administration cyber risk awareness is a significant step towards reducing cyber
risks and enhancing the security culture within education institutions. Creating safe digital
learning environments is essential, which starts with fostering a cybersecurity culture,
incorporating cybersecurity principles into classrooms, regularly training on cybersecurity
issues, transitioning to safe online practices and implementing cybersecurity policies in the
institution.

It is also important to have collaboration and synergy between the different actors—ranging
from policy makers and education institutions, to technology providers and cyber security
experts—in order to face the new challenges of cyber threats and to support sustainable
digital education. Since technology is always changing and becoming a powerful influence in
the learning and teaching process, it should be incorporated into the educational curriculum
planning and pedagogy with a focus on cybersecurity awareness. This way, schools can
create a secure, safe and forward-looking online classroom environment that promotes
academic development and online safety.
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