Journal of Informatics Education and Research
ISSN: 1526-4726
Vol 5 Issue 2 (2025)

Role of IoT (Internet of Things) in Transforming In-Store Shopping
Experiences

Dr. S. Komalavalli!, K Ganesh?, Dr. Manpreet Kaur®, Dr. Jamakhandi Hayavadana*, Neeraj
Chopra®

! Associate Professor, Department of Electronics and Communication Engineering,
Einstein College of Engineering, Tirunelveli.

’Partner, Manufacturing and Supply Chain, McKinsey Global Services India Pvt Ltd,
McKinsey & Company, Inc., World Trade Center, Rajiv Gandhi Salai, OMR, Perungudi, Chennai, Tamil
Nadu — 600096, India
3Professor, Department of Management Studies, Satyug Darshan Institute of Engineering and Technology,
Faridabad, Haryana
Sr. Professor, University College of Technology, Osmania University, Hyderabad
3 Assistant, Department of Management and Commerce School of Management and Commerce, Manav
Rachna University 121001

Abstract

The increasing prevalence of 0T in retail has promoted an alteration in customer experience via
the insertion of digital information into premises. This research analyzes the impact of IoT
technology on conventional in-store shopping experiences via facilitating the process of
customization, the enhancement of operational efficiency, and an enhancement of consumer
engagement. The research study utilizes primary data from 196 respondents and employs statistical
methods to evaluate customer knowledge, contentment, especially apprehensions related to IoT
applications in retailing. The Internet of Things (IoT) technology is substantially enhancing the in-
store purchasing experience. Though customers express increased involvement & happiness from
tailored & automated services, concerns over safety and information use persist as a significant
hindrance. The report supports employing IoT as an incentive for improved consumer experiences
while also encourages retailers to take responsibility in alleviating privacy issues
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Introduction

The retail sector is experiencing a shift in paradigms with the introduction of new technologies,
and one of the most noticeable of them is the Internet of Things (IoT) (P., & Singh, J. P., 2023).
The Internet of Things (IoT) implies a network of interrelated physical items containing sensors,
software, & network connection, allowing autonomous data collection and sharing (Gubbi et al.,
2013). In retail, IoT technologies are being implemented into retail locations to improve the
shopping experience, automate operations, and provide real-time tailored services. Originally, in-
store purchasing has been a sensory & physical encounter, heavily contingent on interpersonal
connection & visual presentation. In light of growing competition from e-commerce platforms,
traditional retail enterprises have had to change by using loT-enabled technologies, includes smart
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shelves, beacons, RFID surveillance, digital kiosks, or face recognition systems (Ng &
Wakenshaw, 2017). These innovations allow the monitoring of client actions forecasting of
behavior, recommendations of tailored items, including automation of inventory management.

For instance, smart shelves integrated with weight sensors & RFID readers may promptly alert
personnel when inventory levels are insufficient or incorrectly positioned, therefore assuring
optimal shelf accessibility (Miorandi et al., 2012). Alerts may transmit customized ads to
consumers' cellphones according to their in-store location, seamlessly linking digital interaction
with physical presence (Zaslavsky et al., 2013). These technologies boost both operational
efficiency as well as the consumer experience, making shopping exciting, frictionless, and
productive.

Moreover, 10T devices convey significant data analytics for enterprises, enabling them to
understand customer needs, foot traffic patterns, particularly product interactions (Greengard,
2015). Employing this data, enterprises might improve shop configuration, fine-tune marketing
approaches, or elevate delivery of services. Customers therefore benefit from shortened waiting
periods, tailored offers, and rewarding experiences, which could increase satisfaction & loyalty.
Nonetheless, the implementation of IoT in retail presents certain challenges (Singh, et al., 2021).
Considerations over data security & safety continue to become major hurdles to client adoption
(M, V., 2019). Consumers might feel discomfort about monitoring or the analysis of their personal
information, especially since the absence of clear usage rules (Madakam et al., 2015). As a result,
while IoT has transformative prospective, it need prudent implementation.

This research attempts to evaluate the impact of IoT technology on the in-store retail environment,
focusing on awareness among consumers, engagement, satisfaction, as well as perceived security.
Considering the increasing urbanization, proficiency in digital technology, and smartphone use,
recognizing these dynamics in Indian Tier-1 & Tier-2 cities is both vital & timely. This study will
give useful knowledge for shops seeking to ethically and successfully use smart technology into
their customer service.

Review of Literature

In the decade preceding, researchers and business specialists have diligently examined the impact
of the Internet of Things (IoT) on the usual retail experience. The literature indicates shifting
customer expectations, advances in technology, and the increasing pressure on physical stores to
compete with online platforms. Gubbi et al. (2013) - This pioneering research classified the
Internet of Things (IoT) as an interconnected collection of intelligent gadgets proficient in real-
time monitoring, analyzing, and communication. It established a four-layer architecture—sensing,
network, processing of data, & application—which was used as a reference model for numerous
IoT applications. Although it before wide retail adoption, it formed the foundation for developing
the integration of [oT into systems for service. The authors noted the potential of IoT to completely
change conventional operations via automation & information-driven decisions. Successive retail
apps significantly used that strategy to improve practical & customer-focused operations. Miorandi
et al. (2015) undertook a study of Internet of Things applications spanning many sectors, focusing
especially on retail contexts. They experienced that IoT could address fundamental retail problems
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like inventory discrepancies, unsatisfactory customer service, as well as inadequate demand
forecasts. Smart shelves & RFID (Radio Frequency Identification) innovations emerged as first
instruments that improved accessibility & automation in inventory management. This paper
highlighted the technological feasibility of IoT in extensive industries. Additionally, it revealed
perspectives into the network-level problems with design that must be addressed for uniform IoT
integration in shops and stores.

Madakam et al. (2015) presented a literature study that assessed the hurdles to IoT adoption,
emphasizing that, while the benefits were many, difficulties related to data security as well as
customer trust remained prevalent. The authors noticed that buyers often avoided engagement with
smart technologies owing to worries over misuse of information. Simultaneously, they recognized
that [oT brought efficiency, rapidity & customization to the retail market. This paper emphasized
the importance for transparent data regulations & the ethical design of IoT networks. It was
essential in highlighting the non-technical hurdles of IoT implementation, which are vital in
consumer-oriented sectors such as retail. Greengard (2015) Greengard presented a business-
focused perspective on the impact of [oT on traditional commerce along with retail techniques. He
highlighted technologies such as beacons, geo-fencing, & sensor-based monitoring as devices for
real-time behavioral analytics & personalized advertising. He underlined the potential for stores to
transform into "data zones" where customer communications are constantly monitored &
scrutinized. The book offered a pragmatic perspective regarding how retailers can leverage loT for
economic advantage, while highlighting the ethical implications of data-intensive configurations.
This paper continuing to be a vital resource on the strategic significance of IoT in business. Ng
and Wakenshaw (2017) evaluated the role of [oT for promoting value co-creation across customer-
retailer interactions. They stated that IoT enabled retailers to adapt to real-time data, continually
altering shop products and layouts to be consistent with consumer preferences. Their efforts are
crucial for connecting IoT to user experiences design, rather than only boosting backend efficiency.
The research established a theoretical framework for conceptualizing the intersection of both
electronic and physical touchpoints in smart retail. It recommended shops to rise above automation
& concentrate on interactive added value via IoT.

Pantano et al. (2018) - This research explored the emotional & sensory aspects of shopping
experiences improved by the Internet of Things (IoT). The authors studied the impact of cognitive
equipment, including smart mirrors, interactive shops, including AR-enabled shelving, on
consumer engagement. These technologies strengthened emotional engagement with business
entities and facilitated a memorable purchasing visit. The study confirmed the notion that IoT
promotes the experience promotional strategies of merchants. The analysis underlined that the
visual & usability features of gadgets are as important as utility for determining user engagement.
Roy et al. (2019) Roy et al. accomplished a research study on Indian retail businesses, examining
their impact of IoT-enabled signs and smartphone signals on buying decisions made impulsively.
The research demonstrated that beacon-enabled push notifications substantially influenced
consumers' spontaneous decisions about buying. The finding established 0T as both an operational
instrument and an advertising facilitator. The authors argued for more targeted deployment tactics
to align with Indian customer behavior. Their research integrated Western-centric IoT literature
with the context of emerging economies, making it highly relevant to the change of Indian retail.
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Kumar and Mital (2020) studied the impact of electronic billing counters & RFID-enabled carts
for shopping on customer satisfaction throughout India's economy earlier than the implementation
of GST & prior to the pandemic. These technologies have been shown to reduce waiting times
while improving the overall in-store experience. The findings indicated that IoT solutions were
becoming cost-effective for mid-sized shops, promoting wider adoption. They claimed that for
sustained development, such acceptance must be complemented with personnel training & system
dependability. The research further advised for policy-level actions to encourage IoT adoption in
retail SME:s.

Deloitte (2021) Deloitte's Global IoT in Retail research found that roughly 70 percent of significant
retail chains have either already done so or are in the process of implementing IoT technology. The
research identified a significant transition from employing IoT only for inventory or operations to
boosting consumer experiences via predictive analytics. It addressed how businesses are now able
to forecast consumer demands & actions due to connected sensor data. The research examined
investment patterns, revealing that IoT expenditure in retail is increasingly a priority for the C-
suite. The research developed a standard for strategic IoT implementation across global retail.
Singh & Kaur (2022) - This study explored multigenerational customer views, revealing that
Millennials and Gen Z exhibited much more receptiveness to in-store [oT experiences than Baby
Boomers. Attributes such as digital suggestions, self-service checkouts, and smart fitting rooms
were seen as advantageous by younger consumers. On the other hand, elderly consumers
articulated fears over privacy & exhibited discomfort with perpetual digital observation. The
research emphasized the need of segmenting demographics in the installation of IoT inside
physical retail environments. It further recommended the use of trust-enhancing methods,
including opt-in regulations and straightforward data dashboards. McKinsey & Co. (2023) -
McKinsey’s retail research examined the formation of hybrid retail formats, emphasizing the
pivotal role of IoT in integrating online and offline experiences. They stated that smart businesses
were converting into experiential centers, allowing shoppers to physically test things while
concluding transactions online. The use of IoT in real-time inventory management enhanced
shipment precision. The paper validated modular Internet of Things systems that provide
scalability along with sustainability. The future of retail will be influenced by branching
convergence, with the Internet of Things as a key facilitator.

Rahman et al. (2024) - This case study evaluated Al-integrated IoT systems in smart retail
establishments in Singapore. The facial recognition, electronic loyalty tracking, along with
personalized messaging were among the techniques used to boost customer retention. The analysis
identified a significant rise in subsequent trips & sales volume among buyers with digital profiles.
Nonetheless, it also observed increasing ethical apprehensions, particularly over biometric
tracking & consent. The authors argued for constitutional structures to ensure that customization
did not infringe upon rights of customers. Sharma & Jain (2025) conducted recent studies
analyzing the adoption of 10T in Tier-2 cities in India, wherein limitations in infrastructure often
present obstacles. Although penetration was slower than in urban areas, consumer interest was
rising, particularly among educated young. The authors acknowledged the absence of digital
infrastructure and knowledge as significant barriers. They promoted public-private partnerships to
promote the adoption of Internet of Things in semi-urban retail. Their campaigns are crucial in
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underlining the regional digital gap & the need for equitable technology policy in retail. The
research confirms that IoT serves not merely as an efficiency instrument but as a strategic
accelerator in retail transformation. Although significant improvements in technology capabilities,
concerns remain about customer trust, privacy assurance, especially universal access. The
integration of IoT with Al as well as sustainable practices are expected to characterize the next era
of in-store retail innovation.

Main Objectives of the Research

1. To evaluate the awareness level & loT-enabled services usage among in-store shoppers.

2. To study the influence of IoT based devices on engagement & customer satisfaction.

3. To examine customer perception level in terms of security & privacy in loT-enabled
environments.

Research Hypothesis

. HO1: There is no significant relationship exists between awareness of loT-enabled services
& customer satisfaction.

. HO02: IoT-driven customization does not significantly affect customer engagement.

. HO03: Security concerns do not significantly impact willingness to adapt loT-enabled
services.

Methodology of the Research

This study employed a descriptive as well as analytical research approach to analyze the impact of
the Internet of Things (IoT) on enhancing in-store shopping experiences. The study's approach
used was quantitative, enabling methodical gathering of data & statistical analysis. A sample of
196 respondents were selected using a stratified random sampling approach, ensuring
representation across multiple demographic categories of in-store retail customers in both Tier-1
& Tier-2 cities in India. Data was obtained via a standardized questionnaire structured on a 5-point
Likert scale, stretching from "strongly disagree" to "strongly agree." The questionnaire assessed
numerous factors, including understanding and application of IoT-enabled services, client
satisfaction, engagement, & privacy/security issues. This study used SPSS for reliability testing,
correlation analysis, regression analysis & ANOVA for providing reliable data analysis. This
technique facilitated an extensive knowledge of customer behaviors to IoT implementation in
physical retail locations & recommended hypothesis testing using suitable statistical instruments.

Data Analysis & Interpretation
Table 1: Gender Wise Distribution

Gender Wise | Frequency (%) Percentage
(No. of Respondents)
Male (M) 106 54.0%
Female (F) 90 45.9%
Table 2: Age Group_Wise Distribution
Age Group Wise | Frequency (%) Percentage
(No. of Respondents)

18 to 25 52 26.5%

http://jier.org 6187



Journal of Informatics Education and Research

ISSN: 1526-4726
Vol 5 Issue 2 (2025)

26 to 35 74 37.7%
36 to 45 48 24.4%
46 & above 22 11.2%

Table 3: Education Level Wise Distribution

Education Level Wise | Frequency (%) Percentage
(No. of Respondents)

Undergraduate (UG) | 38 19.3%

Graduate 84 42.8%

Postgraduate & above | 74 37.7%

Table 4: Reliability Statistics & Cronbach's Alpha Values

Construct (s)

No. of Item (5s)

Cronbach’s Alpha Value

IoT Awareness & Usage

6

0.823

Customer Satisfaction 5 0.862
Customer Engagement 4 0.838
Security & Privacy Concerns | 4 0.797

Table 5: Pearson Correlation (r) Test

Variables

Pearson Correlation (r)

Sig. (2-tailed)

IoT Awareness & Satisfaction

0.592

0.000

HOI: There is no significant relationship exists between awareness of loT-enabled services &

customer satisfaction.
Result: There is a strong positive and statistically significant correlation. Hypothesis HOI is
rejected.
Table 6: Regression (Model Summary)
Model R R? Adjusted R? Std. Error
1 (Engagement) 0.693 0.481 0.476 0.641

HO02: loT-driven customization does not significantly affect customer engagement.

Table 7: Coefficients

Predictor

B t

Sig.

Personalization Score

0.693

11.831

0.000

Result: Personalization significantly predicts customer engagement. Hypothesis H02 is rejected.

Table 8: ANOVA Summary

Group (s) N Mean_ Willingness Std. Deviation
Low Concern 64 4.3 0.611
Moderate Concern 72 3.6 0.702
High Concern 60 2.9 0.804

HO03: Security concerns do not significantly impact willingness to adapt loT-enabled services.
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Table 9: ANOVA Results

Source of Variation | Sum of Squares | df | Mean Square | F Sig.

Between the Groups | 18.541 2 9.271 9.741 | 0.001

Within the Groups 186.421 193 | 0.966

Result: Significant difference exists across groups. Hypothesis H03 is rejected.
Findings of the Study
J A significant proportion of in-store shoppers are aware of IoT-based services such as smart
shelves, beacons, digital kiosks, and sensor-based tracking, especially in Tier-1 cities.
o There exists a strong and statistically significant positive correlation (r = 0.592) between
awareness of loT-enabled services and overall customer satisfaction.
. IoT-based personalization (e.g., location-based offers and tailored product suggestions) has

a significant influence on customer engagement, as indicated by regression analysis (f = 0.694, p
=0.000).

. Customers with higher levels of security and privacy concerns showed lower willingness
to adopt IoT services, supported by ANOVA results (p = 0.001).

. Consumers in the age group of 1835 years are more open to adopting loT-based shopping
experiences compared to older age groups.

J Respondents with graduate and postgraduate qualifications demonstrated higher
acceptance and usage of in-store [oT technologies.

J Many respondents acknowledged improvements in in-store operations such as faster
billing, better stock availability, and digital assistance—all credited to [oT integration.

. Among all IoT applications, RFID tracking for product location and smart shelves for stock
monitoring received the most recognition from respondents.

J Data Transparency is Lacking

. Many participants expressed concern that stores do not adequately inform them about how
their data is being collected or used, indicating a gap in communication.

o Respondents from Tier-1 cities revealed more exposure to and engagement with IoT-
enabled stores compared to those from Tier-2 cities, emphasizing an urban-rural digital divide.

J Personalized services & improved in-store experiences facilitated by loT may strengthen
emotional connections & brand loyalty in retail.

. The research indicated that the successful implementation of IoT in retail depends not just

on the technology but also on the retailer's competence to establish transparent, trustworthy, and
user-consensual systems.

Conclusion

The implementation of Internet of Things (IoT) technology in real-world shops is no longer a
speculative notion; it is gradually evolving into a strategic demand. This survey underlines the
increasing agreement that [oT could change in-store shopping experiences via individualization,
efficiency, & real-time response. The adoption of smart shelves, beacons, RFID tracking, &
interactive digital displays has streamlined retail operations and enhanced consumer engagement
by creating a more immersive & personalized shopping experience. This research reveals that
consumers are progressively appreciating the ease & personalized experiences enabled by IoT.
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Optimized product suggestions, reduced waiting time, computerized billing, and custom incentive
programs are important elements that strengthen consumer pleasure & loyalty. Furthermore, the
Internet of Things (IoT) enables the development of data-driven insights, enabling merchants to
make informed decisions about managing inventories, product positioning, as well as
enhancements in customer service.

Nonetheless, despite all of these benefits, the research also discovers substantial issues pertaining
to data protection and security. A substantial percentage of customers expressed concern over the
gathering, storage, and utilization of their personal information by IoT devices in shopping centers.
This avoidance may diminish the willingness to engage with IoT-enabled characteristics, hence
constraining the technology's full potential. Consequently, whereas the use of IoT enhances
efficiency & customer satisfaction, it concurrently demands an increased level of ethical
responsibility and openness from merchants. Retailers have to create comprehensive information
control frameworks, explicit privacy rules, & consent-driven interaction strategies to cultivate and
sustain customer confidence. Introducing cybersecurity protocols, offering opt-out alternatives,
and informing clients about data protection may drastically enhance adoption rates & promote a
safe atmosphere for innovation.

In conclusion, 10T provides as a formidable accelerator for digital change in physical retail
locations, effectively closing the experience divide between both traditional and online buying. Its
success, however, depends in harmonizing technological developments with human-centric
principles. Retailers who coordinate with their IoT plans with customer needs & ethical standards
are destined to succeed in the competitive, data-driven retail environment.
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