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Abstract

This study examines online monetary fraud and its impact on Indian and international financial
institutions. Through a comprehensive literature review and case studies, it analyzes definitions,
classifications, and preventive measures related to online fraud from various institutional
perspectives. The research investigates the evolution of fraud techniques, compares approaches to
prevention between Indian and international institutions, assesses regulatory frameworks, and
explores the role of emerging technologies in both perpetrating and preventing fraud. Key findings
highlight the increasing prevalence of online fraud due to the expansion of digital transactions,
particularly during the COVID-19 pandemic. The study identifies common types of fraud and
outlines preventive measures implemented by financial institutions, including two-factor
authentication and customer awareness campaigns. It emphasizes the importance of collaboration
between stakeholders and the need for continuous adaptation of security measures in response to
evolving fraud techniques. The research concludes that online monetary fraud has significant
economic implications for both consumers and financial institutions, underscoring the critical need
for ongoing efforts to combat this issue.
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Introduction

This study focuses on online monetary fraud and its implications for Indian and international
financial institutions. The primary research objective is to conduct a comprehensive review and
analysis of the definitions, classifications, and preventive measures related to online monetary
fraud from the perspectives of various financial institutions. Additionally, this study aims to
examine the evolution of online monetary fraud techniques over the past decade, compare and
contrast the approaches to fraud prevention adopted by Indian financial institutions versus their
international counterparts, assess the effectiveness of current regulatory frameworks in addressing
online monetary fraud, and investigate the role of emerging technologies in both perpetrating and
preventing online financial fraud. The research questions for this study cover various aspects of
online monetary fraud, including definitions and classifications, prevalent types, evolution of
techniques, preventive measures and strategies, effectiveness of regulatory frameworks, impact of
emerging technologies, challenges in implementing fraud prevention measures, influence of
consumer behaviour and awareness, economic implications, and potential for enhanced
collaboration between stakeholders. The rationale for this investigation stems from the increasing
prevalence of online financial transactions and the associated risks of fraud. As digital banking
and e-commerce continue to expand, understanding and addressing online monetary fraud
becomes increasingly critical for financial institutions, regulatory bodies, and consumers alike.
The methodology employed in this research primarily consists of a literature review, supplemented
by case studies.

Review of Literature
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Online Monetary Fraud and Indian Financial Bodies

Monetary or Financial Fraud doesn’t come under criminal offence as per the Reserve Bank of
India (Gulpham, 2022). Reserve Bank of India (RBI) defines financial fraud as “fraudulent
encashment through forged instruments, manipulation of books of account or through fictitious
accounts and conversion of property, and unauthorized credit facilities extended for reward or for
illegal gratification” (Reserve Bank of India, 2009). RBI also says that cheating, forgery, criminal
breach of trust, money embezzlement, or account manipulation, are also considered offences
(Reserve Bank of India, 2001). However, any type of negligence that results in the loss of a
company's assets does not constitute financial fraud (FINANCIAL FRAUDS IN INDIA, 2022).
According to the Reserve Bank of India, online monetary fraud is defined as "a deliberate act of
omission or commission by any person, carried out in the course of a banking transaction or in the
books of accounts maintained manually or under computer system in banks, resulting into
wrongful gain to any person for a temporary period or otherwise, with or without any monetary
loss to the bank™ (Reserve Bank of India, 2011).

State Bank of India (SBI) defines online monetary fraud as any illegitimate transaction or
fraudulent activity that occurs through digital channels, such as internet banking, mobile banking,
debit/credit card transactions, and electronic fund transfers (State Bank of India, 2022).

Online monetary fraud is any fraudulent scheme that uses secure internet connections to gain
access to sensitive financial information from individuals or businesses, such as credit card
numbers and bank account details, defined by (Central Bank of India, 2020). Additionally, it
asserts that this fraud entails schemes to manipulate digital markets, rigging prices on virtual assets
or stock exchanges, manipulating consumer transactions to defraud consumers, transferring money
between accounts without authorization, and building faux websites through which malicious
actors try to steal personal information.

(Union Bank of India, 2022) explained online monetary fraud as any wrongful or unauthorised use
of a person’s financial information to transfer money or goods without their permission. It has also
stated that the primary reason to do such fraud is to access funds and transfer them illegally for
personal gain.

Online monetary fraud is any falsified action that involves unauthorised access to a customer's
bank account or sensitive financial information, with the intent to steal money or personal data. It
also discussed that such activity is punishable by law and can result in serious financial and
reputational damage for both the customer and the bank (Punjab National Bank, 2020).

(Indian Bank, 2023) describes online monetary fraud as any deceptive act or omission used to
secure unauthorised access and misuse of electronic funds. It also says that the result of such fraud
can be substantial losses for the banks and customers, as well as legal action will be taken against
those who perpetrate these crimes.

(ICICI Bank, 2023) refers to online monetary fraud as the illegal use of other people’s identities
or financial account information over the Internet for malicious purposes such as attempting to
steal money. To combat this type of fraud, they have implemented various security measures
including advanced encryption technology which encrypts customer data during transmission
across networks, two-factor authentication protocols for login accesses and chip & pin technology
for credit/debit cards among others.

Online monetary fraud is an illegitimate use of a person's banking details to steal money without
their knowledge. It often involves the theft of personal information such as credit card numbers
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and passwords collected through malicious websites or emails sent by criminals impersonating
trusted sources (Axis Bank, 2021).

(Kotak Mahindra Bank, 2022) describes online monetary fraud as an attempt to obtain someone's
financial information, identity and personal funds through the use of technology unlawfully. It also
suggests that customers should remain aware at all times when interacting with any digital banking
services to protect themselves from becoming victims of this kind of fraud.

Online monetary fraud is defined by IDFC First Bank as an attempt to steal money from an
individual's bank account through illicit transactions or other illegal methods. The bank also states
that the common tactics employed by cybercriminals in the attempt of stealing funds include
sending fake invoices created for nonexistent services/merchandise which requires payment

upfront as well as creating a spoof website with a similar URL & design that requests customers’
banking login credentials (IDFC FIRST Bank, 2023).

(Yes Bank, 2018) described online monetary fraud as the illegal use of technology to steal, misuse
or transfer money without authorization. It usually involves theft from banks through cyberattacks
or using stolen credit card information to make illegal payments. Another form of online monetary
fraud includes identity theft which occurs when confidential information is obtained to gain access
to someone else's finances.

Online Monetary Fraud and International Financial Bodies

(Federal Bureau of Investigation (FBI), 2022) stated that financial fraud becomes online monetary
fraud or online financial fraud with the “use of internet services or software with internet access
to intentionally defraud individuals, organizations or entities”. (Cole, 2023) described in his study
that cyber financial frauds are different from the previous financial frauds committed as they
include the use of technology. He also stated that conceptualising online financial fraud aids in
describing and distinguishing criminal tactics in both online and physical environments. (McGuire
& Dowling, 2013) also highlighted in their study that cyber financial fraud necessitates the use of
a technical device.

According to (The World Bank, 2021), online monetary fraud is financial fraud which occurs when
someone uses technology-enabled methods to unlawfully obtain money or assets. It also states that
online monetary fraud is a growing threat due to the global nature of digital networks, so
individuals need to be aware and cautious when engaging in electronic forms of communication-
related to their finances.

(The Council of Financial Regulators, 2020) defines online monetary fraud as “the dishonest or
illegal use of electronic communications, including through the internet and telephone networks
to obtain money from others by deception.” It also states that online financial fraud covers any
other form of deception that can be used to commit financial fraud over an online medium. This
can be concluded that it is a form of financial deception which involves the use of technology,
such as websites and email, to deceive individuals into sending money or other goods. It involves
using false pretences or information misrepresentation in an attempt to acquire funds, and personal
data or take control over accounts.

According to (International Monetary Fund (IMF), 2020), online monetary fraud is any intentional
misstatement or misrepresentation made over digital networks and technology that leads to direct
economic losses. This involves perpetrators taking unauthorized control over an individual’s bank
accounts, debit cards, or other types of remote payments. The IMF recommends effective measures
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for preventing this type of criminal activity to protect businesses from large-scale financial loss
and potential reputational damage.

(USA Government, 2022) describes online monetary fraud as a form of fraudulent activity typically
conducted via digital communications technology. It involves using false information or
manipulation with the intent to deceive others into giving up their money or valuable related data
and information. It also says that online monetary fraud is an attempt by individuals or businesses
to gain money illegally via digital networks using fraudulent methods and deception.

Classification of Online Monetary Fraud

Online monetary fraud is a growing problem in today's digital world. Individuals need to be aware

of the different types of online monetary fraud so that they can protect themselves from becoming

victims.

1. Credit/Debit Card Fraud
It involves the use of credit or debit card information to purchase something without an
individual’s knowledge to gain access to his/her financial accounts (Reserve Bank of India,
2011). Rising adoption of digital payments with more people shifting towards debit/credit cards
as their primary payment option, criminals are finding new ways of exploiting vulnerable
systems and data sources to gain access to customer account details or personal identity
information (Kotak Mahindra Bank, 2022).

2. Payment Gateway Fraud
It occurs when hackers attempt to steal money from any individual through fraudulent payment
gateways (Reserve Bank of India, 2011). This crime has become increasingly common in recent
years, partly due to the rising number of online shoppers and e-commerce sites giving criminals
more opportunities to commit this kind of fraud. The perpetrators are often able to hide their
identity by using proxies and other means when conducting these transactions (ICICI Bank,
2023).

3. Phishing

According to (Reserve Bank of India, 2011), an attempt at identity theft via email messages sent
out asking for confidential personal information such as bank account numbers, passwords or
PIN codes; these emails either direct people to counterfeit websites that look similar & authentic
to some original sites where victims enter their details which are then stolen by criminals posing
as legitimate organizations are classified under phishing scams. There has been an increase in
the incidence of phishing over the past year (Indian Bank, 2023). This is due to several factors
described by (State Bank of India, 2022) which include the following: phishers are taking
advantage of the fact that many people may not be familiar with current security protocols or
protective measures against online scams and frauds, increasing use of social media platforms
by Indian banks as a way to reach out to their customers can make them more vulnerable to
phishing attacks due to lack of proper authentication procedures from such platforms as well as
user inexperience, and a significant amount of commercial activities carried out through internet
banking, makes it easier for fraudsters posing under guise company officials trying lure
unsuspecting victims into revealing confidential information like PINSs, etc.

4. Social Engineering Fraud
When an individual impersonates any authority which involves engaging with the targets while
making fake promises and offering deals too good to ignore to mislead them and gather
financially sensitive data may fall under the ambit of a Social Engineering Scam (Reserve Bank
of India, 2011). This type of fraud has been a major issue in 2020. The factors driving the
growth in social engineering fraud include an increase in online transactions due to Covid-19,
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weak customer authentication processes at bank websites and mobile applications, inadequate
employee training regarding cyber security threats, and lack of awareness about such risks
among customers (IDFC FIRST Bank, 2023).

5. Money Muling

(Reserve Bank of India, 2011) states that money muling occurs when criminals recruit victims
for passing stolen funds internationally in exchange for some commission amounts without
knowing they’re partaking in money laundering. This practice has become more popular due to
the rise of e-commerce transactions, as there is often an overlap between countries involved in
such financial transactions. Money mules are generally recruited through job postings on
classified websites that promise large payments without asking for credentials or references
(State Bank of India, 2022).

6. Malware
A Dbreach of computer systems using malicious software including viruses and Trojans
introduced with the intent of gaining finance-related data from users’ devices falls under this
category of online financial fraud reported by (Reserve Bank of India, 2011). These Viruses are
programs designed to replicate themselves on other computers without permission from the
user. Worms spread through computer networks by exploiting security vulnerabilities in
operating systems or applications (USA Government, 2022).

7. Internet or Mobile Banking Fraud
According to (Reserve Bank of India, 2011), this fraud involves fraudulent transactions taking
place on mobile banking apps or internet bank accounts without consumer permission. (State
Bank of India, 2022) states that this type of fraud is a major concern due to the increasing
number of online financial transactions.

8. Online Investment Scams

This type of fraud includes investors getting duped into investing their money without any
tangible returns on online investments, like, trading forex, cryptocurrency, etc., whereby
nothing substantial materializes after the fund transfer occurs leaving customers at a large loss-
making, such venture fall under major scrutiny by (Reserve Bank of India, 2011). The World
Bank has discussed the increasing prevalence of investment scams. Common types of
investment fraud include Ponzi schemes, pyramid schemes, advance fee frauds, fake initial coin
offerings (1COs), and other forms of deception. (The World Bank, 2021) warns that these scams
often target vulnerable populations such as retirees or those living on fixed incomes who may
be more likely to fall victim to them due to their lack of knowledge about investing.

9. Smishing

As per (State Bank of India, 2022), smishing is a form of phishing attack that uses SMS
messages to lure victims into sharing personal information or downloading malicious software.
In this type of attack, the attacker sends out an SMS message with a link designed to look like
it came from a legitimate source such as the bank, and when clicked by the user, he/she is
prompted to enter their banking credentials or download malware onto their device which grants
access to sensitive data. One example of this type of attack includes using text messages with
language such as "your account needs updating™, prompting users to click on the link provided
within the message (Central Bank of India, 2020).

10. Vishing
Vishing is a form of online financial fraud where scammers use call automated systems to try
and convince people that they are legitimate representatives from trusted organizations, such as

http://jier.org 3457



Journal of Informatics Education and Research
ISSN: 1526-4726
Vol 4 Issue 3 (2024)

banks. The goal is usually to get personal information or money from victims by requesting
them to make payments online (State Bank of India, 2022). This has recently been reported
within (Central Bank of India, 2020), where an international organized crime group was
targeting customers with vishing calls. This scam involved calling unsuspecting customers and
pretending to represent Central Bank of India or its staff members, to get victims’ details such
as credit/debit card numbers and passwords. The criminals then used this information to gain
access to customer accounts and withdraw funds illegally.

11. Ransomware

(Reserve Bank of India, 2011) defines ransomware as "unauthorised software or malicious code
which can be used to hold computer systems, mobile phones, tablets or networks, hostage, until
the hackers secure payment in return for unlocking them.” This definition covers not only
traditional forms of malware such as viruses and Trojans but also newer attacks that use
advanced encryption techniques. In 2020, (Punjab National Bank, 2020) was the victim of a
ransomware attack. This cyber-attack involved hackers encrypting important data and asking
for ransom in exchange for decrypting it. The cyber-attack impacted multiple branches of the
bank across India and caused significant disruption to their services.

12. Social Networks Fraud

Social network frauds refer to any fraudulent activity that takes place on social media platforms
such as Facebook, Twitter, Instagram and other similar sites (Yes Bank, 2018). According to the
(Reserve Bank of India, 2011), these types of frauds are becoming increasingly common in India
due to the rise in popularity of online banking services and social media usage among customers.
Steps taken to prevent Online Monetary Fraud by Indian Financial Bodies

(Department of Financial Services | Ministry of Finance | Government of India, 2022) has
implemented new regulations that require financial institutions to take additional measures when
processing payments and transfers online which involves verifying customer identities and
monitoring transactions for suspicious activity, increased its enforcement efforts against fraudulent
activities by increasing penalties for those found guilty of such crimes, launched an awareness
campaign aimed at educating consumers about how to protect themselves from online fraudsters
and scams, as well as providing resources on how they can report any suspicious activity or
potential victims of frauds, and worked with law enforcement agencies across the country to
investigate cases related to online monetary fraud and bring perpetrators to justice quickly and
effectively.

(Ministry of Home Affairs, 2021) has established an inter-ministerial committee to monitor and
investigate cases of online financial fraud which aims to identify fraudulent activities, take
appropriate action against perpetrators & provide guidance on preventive measures for citizens,
set up a dedicated cybercrime cell in each state that will be responsible for investigating cyber-
crimes related to online financial transactions, issued advisories and guidelines regarding safe
practices while conducting online financial transactions such as using strong passwords, avoided
sharing personal information over unsecured networks etc., which can help reduce the risk of
falling victim to fraudsters or hackers, and worked closely with Indian banks and other payment
service providers to ensure secure digital payments by introducing additional security features like
two-factor authentication (OTP) when making payments through mobile wallets or net banking
services etc.

(Reserve Bank of India, 2011) has formed an Online Fraud Monitoring System that monitors and
detects suspicious transactions in real-time, introduced two-factor authentication for all online
banking transactions, which requires customers to enter their mobile phone numbers or email
addresses as well as passwords when making payments online, encouraged all Indian banks to use
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advanced analytics tools such as machine learning algorithms and artificial intelligence systems to
detect fraudulent activities quickly and accurately, established a special committee of the board
members for reviewing financial fraud of Rs.1 crore and above, issued guidelines on customer due
diligence measures that banks should take while onboarding new customers which involves KYC
verification processes & identity checks using biometrics data such as fingerprints or iris scans,
and persuaded all Indian banks to implement robust cyber security measures such as firewalls,
encryption technologies, intrusion detection systems etc., to protect against malicious attacks from
hackers.

To prohibit online financial fraud (All India Council for Technical Education, 2017) has created
an online portal that allows students and institutions to report any suspicious activity related to
cyber financial fraud, developed guidelines on how best to protect against cyber-attacks, such as
using strong passwords and two-factor authentication systems, closely worked with Indian banks
and other payment service providers to ensure secure transactions are taking place when making
payments through AICTE's website or mobile app, launched a 24*7 cyber financial crime helpline
number to report any online financial fraud, educated students about the risks associated with
online banking and provided them with information on how they can protect themselves from
becoming victims of cyber financial frauds, and set up a dedicated team within AICTE that is
responsible for monitoring all activities related to cyber security to identify potential threats before
they become serious issues.

(State Bank of India, 2022) has implemented two-factor authentication for all its customers, which
requires users to enter an OTP sent via SMS or email to access their accounts, used advanced
encryption technology and secure sockets layer (SSL) certificates on its websites and mobile
applications to protect customer data from unauthorized access, monitored transactions closely
and flags any suspicious activity immediately so that it can be investigated further by the bank’s
security team, and encouraged its costumers to use strong passwords when accessing their
accounts, as well as regularly asked them to change the passwords so that the risk of fraudsters
gaining access through brute force attacks or phishing scams can be reduced.

(Ministry of Corporate Affairs, 2023) has instigated an e-filing system for companies that allows
them to file their documents electronically and securely to reduce the risk of fraudulent activities
related to company filings, introduced Know Your Customer (KYC) norms which require
companies to verify customer information before allowing transactions or payments from
customers’ accounts, organizing a dedicated team called ‘Fraud Prevention Cell’ which monitors
suspicious activity on corporate websites and takes action against any fraudulent activities detected
by it and operated awareness campaigns about cyber security and financial frauds to educate
people about how they can protect themselves from becoming victims of online scams or money
laundering schemes.

(ICICI Bank, 2023) has offered two-factor authentication for all its customers, which requires users
to enter both their username and password as well as an additional code sent via SMS or email to
access their accounts, provided secure encryption technology that ensures customer data is kept
safe from hackers, and monitored user activity on its platform to detect any suspicious behaviour
or potential fraud attempts quickly and efficiently.

Secure sockets layer (SSL) certificates are used by (Axis Bank, 2021) to ensure secure
communication between customers and its servers when accessing their accounts online,
moreover, customers are encouraged to use strong passwords with a combination of letters,
numbers, and special characters to further enhance security measures against potential threats such
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as phishing attacks or malware infections on computers/mobile devices being used for online
banking activities.

(Kotak Mahindra Bank, 2022) uses advanced fraud detection systems to identify any suspicious
activity on customer accounts and take appropriate action if necessary, and regularly reviews its
security protocols and updates them as needed to keep up with the latest threats from cyber
criminals.

Steps taken to prevent Online Monetary Fraud by International Financial Bodies

To prevent online monetary fraud, (Federal Bureau of Investigation (FBI), 2022) has established
an Internet Crime Complaint Center (1C3), which allows victims of online crime to report their
experiences and receive assistance from law enforcement agencies, worked with other federal,
state, local and international law enforcement partners to investigate cybercrime cases and bring
perpetrators to justice, provided educational resources for consumers on how they can protect
themselves against online frauds such as phishing scams or identity theft schemes, and worked
closely with financial institutions to detect suspicious activity that may be taking place through
digital currencies like Bitcoin or Ethereum.

(International Monetary Fund (IMF), 2020) has created an Anti-Money Laundering Unit within
the IMF, which is responsible for monitoring suspicious transactions & identifying potential
money laundering activities, functioned with other international organizations such as Interpol and
Europol to share information about fraudulent activity across borders &coordinate efforts to
combat it more effectively, urged countries around the world to adopt stronger anti-money
laundering laws and regulations to reduce opportunities for criminals to commit online frauds
using digital currencies or other payment systems like PayPal or Venmo.

To avoid online financial fraud, (The World Bank, 2021) has launched an Anti-Fraud Unit within
the bank that is dedicated to preventing and detecting fraudulent activities related to online
payments, and built up secure payment systems, such as two-factor authentication and encryption
technologies, which help protect customer data from being stolen or misused by criminals.

(The Council of Financial Regulators (CFR), 2020) has made guidelines for financial institutions
on how to detect and respond to suspicious activity related to online payments, and developed new
technologies that can help identify fraudulent activities in real-time and alert authorities when
necessary.

Advertisements to prevent Online Monetary Fraud by Financial Bodies
(State Bank of India, 2022) has launched an advertisement #lAmResponsible to aware its
customers about digital safety and security.

Be Aware &

Stay Protected from
Cyber Frauds

Be an Alert Customer. ©

#IAmResponsible .

Source. (State Bank of India, 2022)
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Apart from this, (State Bank of India, 2022) has also launched several advertisements in which
they talked about safe banking and shared some useful tips and tricks to prevent online monetary
fraud.

Which are the best Cyber security
practices to be followed?

A. Never share account details like C. Avoid accessing internet
username, password, bank banking accounts from cyber
balance etc cafes or shared computers

B. Change password at periodic D. Allofthe above
intervals

Source. (State Bank of India, 2017)

online banking

I U W WL e U OO e U UE L U g e

4000~
)1 0

T

Source. (State Bank of India, 2015)
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. Access your bank website only by typing the URL

. Never click on any links to access the bank website

. Ensure that your computer is virus-free

. Change your Internet banking password regularly

. Always check the last log-in date and time in the post

login page.
. Avoid accessing Internet banking accounts from cyber
cafes or shared PCs.

#ComputerSecurityDay Promoting a safer and secure online banking experience

Source. (State Bank of India - #ComputerSecurityDay, 2014)

(All India Council for Technical Education, 2017) created a series of advertisements through
which they talked about Indian Government’s Twitter Handle @CyberDost so the customers can
get cyber safety tips, as well they shared some guidelines to prevent financial fraud.

. T
SEGCURE ONLI

Financial services

password, One Ti we oTP),
number, oxp te to anyone, even if
never respond to mail ing for
ived from your bank
36 sver call or email you requesting for your net
« e Password (OTF?), ATM or phone banking PIN,
ing financial se: v o s should be Immediate! ort o
ment, bill p of e-wal otc pndy

3. Alw ros sswords and prefor separate ID/password
combinations for different accounts to prevent anyone from guessing them.
4. Periodically change passwords of your online banki

& HAA
MINISTRY OF MINISTRY OF
(220 HOME AFFAIRS HOME AFFAIRS

oS

\\@

LOG,IN

5. To make passwords strong, use alphabets in upper case and lower case,
numbers and special characters. Do not use passwords such as
Jan@2018, admin@123, password@123, your date of birth etc.

6. Always use virtual keyboards while logging into online banking services.
This is specially adhered in-case you need to access net banking facility
from a public computer/ cyber café or a shared computer.

7. Do not make financial transaction over shared public computers or while
using public Wi-Fi networks. These computers might have key loggers
installed which are designed to capture input from keyboards and could
enable fraudsters to steal your usemame and password.

8. Always remember to log off from your online banking portal/ website after
completing an online transaction with your credit/ debit card.

9. Always delete the browsing data of your web browser (Intemet Explorer,
Chrome, Firefox etc.) after completing your online banking activity.

Foliow s on TwkterHancic @CyberDOS! o get cybar ssfoty S
Natonai Cyber Crine Reparting Portr

www.cybercrime.gov.in

http://jier.org

10.Always be sure about the correct address of the bank website and look for
the “lock” icon on the browser’s status bar while visiting your bank's
website or conducting an online transaction. Always be sure “https”
appears in the website’s address bar before making an online transaction.
The “s” stands for “secure” and indicates that the communication with the
webpage is encrypted.

11.Login and view your bank account activity regularly to make sure that there
are no unexpected transactions. Report any discrepancies in your account
to your bank immediately.

12.Keep your bank’s customer care number handy so that you can report any
suspicious or unauthorized transactions on your account immediately.

13.1t is easy for cyber criminals to send convincing emails which appear to be
from your bank. Don't click on the links provided in such emails even if they
look genuine. They could lead you to malicious websites.

Folkow un on Twter Hancle @CYDErDOStto got cyber safey B
Natonal Cyber Crame Reporting Portal

www.cybercrime.gov.in
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Source. (All India Council for Technical Education, 2017)

(Punjab National Bank, 2020) advertised to report any online financial fraud at cybercrime.gov.in
or to dial 1930. Apart from this, they also urged their costumers to follow @cyberdost on
Facebook, Instagram, LinkedIn, KOO, and Twitter.

punjab national bank

...the name you can BANK upon !

www.pnbindia.in

Source. (Punjab National Bank, 2022)

/-
C]enb e
Ameit Mahotsav

Don't bow down to
cyber fraudsters'
demands

Report incidents of
Cyber Crime with
cybercrime.gov.in

or dial 1930
(Earlier 155260)
for assistance

Follow @cyherdost @ & @ - ©

Source. (Punjab National Bank #cyberfraud #cybersecurity #foolthefraudster, 2022)
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(ICICI Bank, 2023) launched a costumer education series in which they guided their costumers on
how to prevent themselves from the online financial fraudsters.

_—————— |
ICICI BANK CUSTOMER EDUCATION SERIES Don't Let Your Banking Details Fall Into The Wrong Hands

BE AN INFORMED CONSUMER

e oo L T S S e
SAFE
BANKING

> ?iciciBank | ==
a ICIHCI Bank [ khayaal aapka
18 a

PROTECT (0[]0 S ——
FROM IDENTITY THE‘F_T- o s i i

e
T

If you do not update your bank's
records with your current contact s
details, you may miss benefits like < g4

o2 N
these: \?56\\5\"&

Your Dormant Account
Can Be A Target For Fraud
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ex(

his bank, offering & free

Platinum credit card. The
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+Such accounts are prone 1o be used for legal ransactions, laundering money of
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time, hel
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What is Phishing?

“Phishing is an act of sending a fraudulent e-mail
 customer’s sensitive personal details ke user ID, password or PIN, date of birth, CVV number, etc.
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him and went away. o application form, check with the bank.
| Destroy old statements of account, unused cards, paid bills for
M--wmmnmu—-“"" | utlitles, payment recaipts of premiums for insurance policies and
Westy uch o8 name, orons a0 ote copies of driving licence, passport,ration card, etc.
por dos

or creating a forged screen or pop up, in an attempt to capture

any

+1f you move house and do not update your bank Wi jour new address, account
statements and oiher sensitve documents could 1and in the wicag hands. Fraudsters
could use hem for et ofdently or o siphon offtunds

” ICICI Bank
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Beware of Vishing! .’
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BEWARE OF ONLINE FRAUDSTERS
TRYING TO CAPTURE

YOUR PERSONAL DETAILS.
PROTECT YOURSELF FROM PHISHING
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=

Do not provide your personal details on any links or pop ups, - 8
unless you have initiated the transaction. -5
. C3MmIng out 3 IN3NCIM WANSICHON 0Nling.
[ﬂ 5
ICICI Bank | = Pics
ik zon i = - oyest semka
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Safeguard yourself against phishing! Being a money mule might be against the rules.

¢ agents, or ‘money mules’ as they are commonly known, are people who offer their bank accounts for use by fraudsters
ot b ok s Ao

\ + Mever respond 1o any e-mai (at recusres you 1o Confirm, Upgrade. renew of valdate
Nternet Banking your card detais, even f ‘bank.
LOGINID 1y seme * D0 ok shareyour OTP, AN e pass . even i the c
Password *=

= . o you have c A

&- trom a cyporc: rod computer

¥
\, 4 -R-w-fku-m-vuﬂ and mobile alerts 10 get 1o know well in time about
ansactions or any changes in your account.

* Upgrede yeur hame computer 10  laginate (aom Srated cpersing yetem wht 8

The advertisements may call for people with accounts in certain banks
especially banks wih oniine banking facildies

How can you avoid becoming a money mule?

+Bo cautious about any unsolici 04 offes or opportunities offering you
ety money ot fobs wil wark-st-home snd fex: e tachties

+Do_not purscpate i bids o lendeg your bank sccount o vse by
strangers

=

/‘\/
e
1ciciBank ?1cicr Bank
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Mobile Banking — Ensure safety, empower yourself Be Aler‘t!

Safeguarding your money and interests is most important while carrying out a banking transaction,

With mobde banking. your banking and financial transactions are at your fingertips. whether at your bank branch/ATM or from your home/office. Here are some best practices that will help:

O Do not share your PIN or password with anyone
OO e Do not leave your cash. signed cheques or debiticred: cards

unattended.

Do not take the assistance of strangers for filling your account

= Clow e trvenng stons, details or for counting cash.

= Clowe cache wnd temporary fles wored 'n e mamory we ey may commnyour sscownt | (A 00 Tttt e e
mears nd ot sena e ndormaten,

(@) Aok e toan executive for proper identiiceton before gving

- bocn wean him your EMI cheque.
vou gt e ot et eemeeemeseeseemesemesemesev e s e e avaee
Always ensure that you check your account statements for debits and report any irregularity within
P oweh a6 your CVV numbers or PIN's on your mobile phone. 30 days of receipt of the statement.
[ﬂ ICICI Bank | [ﬂ ICICI Bank e
wwwacicibank.com wawcicibank.com LENILEE

Source. (ICICI Bank, 2023)

Additionally, they created awareness among their customers through the advertisement on
International Fraud Awareness Day giving Be Aware. Be Safe as its tagline.

14cic1 Bank @;% T —
—

This International Fraud Awareness Week, learn safe
banking practices to avoid being a victim of fraud.

Source. (ICICI Bank, 2015)

Discussion

The paper attempts to contextualize online monetary fraud, which is defined differently by various
Indian and international financial institutions but generally involves the unauthorized use of digital
channels to gain access to financial information or funds. It highlights common types of online
monetary fraud, including credit/debit card fraud, payment gateway fraud, phishing, social
engineering, money mulling, malware attacks, internet/mobile banking fraud, and online
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investment scams. The study observed that the rise in digital transactions, particularly due to
COVID-19, has led to an increase in online monetary fraud incidents. Indian financial bodies have
implemented various measures to prevent online fraud, including two-factor authentication,
advanced encryption technologies, and customer awareness campaigns. International financial
bodies have established dedicated units to monitor and investigate online fraud and have developed
guidelines for financial institutions to detect and respond to suspicious activities. Both Indian and
international financial institutions are emphasizing the importance of customer education and
awareness in preventing online monetary fraud. Advertisements by financial institutions
frequently focus on promoting safe banking practices and providing recommendations to prevent
online fraud. Collaboration between financial institutions, law enforcement agencies, and
international organizations is crucial in combating online monetary fraud. Emerging technologies
are being utilized both to perpetrate and prevent online financial fraud, highlighting the need for
continuous adaptation of security measures. The economic implications of online monetary fraud
are significant, affecting both individual consumers and financial institutions.
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